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Ed��o�s' No�e 

homeb�ewse��e�.��ub 

We��ome �o �he �e�� ���s� spe��a� �ssue o� �he Imma�e��a� Labou�
Un�on z�ne! A��e� �he announ�emen� ��om Wha�sApp �n Au�us� 2016
�e�a�d�n� �he sha��n� o� p���a�e use� �n�o�ma��on w��h Fa�eboo�,
�he homeb�ewse��e�.��ub (HBS�)—a Ro��e�dam based �n���a���e he��-
ben� on se�z�n� �he means o� se���n�—�on�ened w��h �he pu�pose o�
�o��e����e�� exp�o��n� and se���n� up de�en��a��sed �ns�an�
messa��n� a��e�na���es. Fo��ow�n� a ph��osoph� �ha� pu�s a h��he�
p�em�um on app�oa�hes, �ns�ead o� apps, �he HBS� de��ded �o
exp�o�e �he poss�b�����es �o� �ede�a��on o��e�ed b� XMPP, an
�ns�an� messa��n� �ommun��a��on p�o�o�o� des��ned as an open
s�anda�d. Those mee��n�s �esu��ed �n �he des��e �o w���e an
ex�ended a�����e on �he wo��d o� p���a�e messa��n� se����es, as
we�� as �he p�ob�ems o� s�a�e and ��us�, and so �h�s spe��a� �ssue
was bo�n. Bes�des �on��nu�n� �he Imma�e��a� Labou� Un�on's
�on�s�and�n� ��ad���on o� �oo��n� a� �he �ssue o� p���a�� ��om a
�abou� pe�spe����e, �h�s �ssue o��e�s �ou hands-on �u�des on how
�o se� up �ou� own XMPP se��e� and XMPP Messen�e� (bo�h des��op �
mob��e). Las� bu� no� �eas�, a� �he end o� �h�s spe��a� �ssue, �ou
�an ��nd an XMPP ��ossa�� �ha� we pu� �o�e�he� �o ���e a be��e�
unde�s�and�n� o� a�� �he �a��on �n�o��ed. You �an a�so �ead �hese

a�����es on �he homeb�ewse��e�.��ub o�����a� webs��e1!

Abou� �he Homeb�ew Se��e� ��ub

The Homeb�ew Se��e� ��ub �s a mon�h�� �a�he��n� �o� �hose who
(w�sh �o) hos� �he�� own on��ne se����es ��om home, �a�he� �han
us�n� �omme���a� and p���a�� un���end�� a��e�na���es.

A�� �on���bu��ons �o �he z�ne a�e ���ensed unde� �he ��-BY-SA

L��ense2.

1: h��ps://homeb�ewse��e�.��ub/ 

2: h��ps://��ea���e�ommons.o��/���enses/b�-sa/2.0/
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Ha�e �ou �ons�de�ed �he a��e�na���e

homeb�ewse��e�.��ub 

"Remembe�, when ad�e���s�n� �s �n�o��ed �ou �he use�
a�e �he p�odu��. (...) When peop�e as� us wh� we
�ha��e �o� Wha�sApp, we sa� 'Ha�e �ou �ons�de�ed �he
a��e�na���e?'"

B��an A��on and �an �oum, �une 20121

"Fa�eboo� �oda� announ�ed �ha� �� has �ea�hed a
de��n����e a��eemen� �o a�qu��e Wha�sApp, a �ap�d��
��ow�n� ��oss-p�a��o�m mob��e messa��n� �ompan�, �o� a
�o�a� o� app�ox�ma�e�� $16 b����on, �n��ud�n� $4
b����on �n �ash and app�ox�ma�e�� $12 b����on wo��h o�
Fa�eboo� sha�es."

Fa�eboo� News�oom, Feb�ua�� 20142

"B� �oo�d�na��n� mo�e w��h Fa�eboo�, we’�� be ab�e �o
do �h�n�s ���e ��a�� bas�� me����s abou� how o��en
peop�e use ou� se����es and be��e� ���h� spam on
Wha�sApp. And b� �onne���n� �ou� phone numbe� w��h
Fa�eboo�’s s�s�ems, Fa�eboo� �an o��e� be��e� ���end
su��es��ons and show �ou mo�e �e�e�an� ads �� �ou ha�e
an a��oun� w��h �hem." B��an A��on and �an �oum,

Au�us� 20163

Pa��e�n Re�o�n���on 

Wha�sApp s�a��ed ou� �u�� o� d�eams: "we wan� Wha�sApp �o be �he
p�odu�� �ha� �eeps �ou awa�e...and �ha� �ou �ea�h �o� �n �he
mo�n�n�. No one �umps up ��om a nap and �uns �o see an

ad�e���semen�"4. When �he� �hou�h� o� Wha�sApp, B��an A��on and �an
�oum we�e �e�� �een on no� se���n� ou� use� da�a �o� �a��e�ed
ad�e���semen� pu�poses. So �he� �ha��ed a nom�na� �a�e �o� �he use
o� �he�� se����e, ���h��u��� po�n��n� ou� �he h�dden �os� o� us�n�
��ee se����es.

In �he �ea� o� 2014 howe�e�, Wha�sApp was bou�h� b� Fa�eboo�, �hus
�o�n�n� �he so��a� ne�wo��’s happ� and expand�n� �am��� o� �en�u�e
�ap��a� �n�es�men�s, a �am��� �n��ud�n� Ins�a��am, pu��hased �n
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Ap��� 2012, and O�u�us �R, pu��hased �he mon�h be�o�e. A� �he
��me, man�, and w��h �ood �eason, wo���ed abou� �he �han�es �h�s
a�qu�s���on �ou�d en�a�� �o� Wha�sApp. E�en�ua���, �n Au�us� 2016,
Wha�sApp use�s e�e��whe�e �ea�ned abou� wha� was �n �a��
una�o�dab�e. The �ompan� �ha� bu��� ��s �epu�a��on upon an ad-��ee
e�h��, wou�d now be sha��n� p���a�e use� �n�o�ma��on w��h
Fa�eboo�, ��s pa�en� �ompan�. So we, �he use�s, a�e �he p�odu��
a��e� a��, and as expe��ed, �h�s �s p�esen�ed �n �he �o�m o� an 
�mp�o�emen� o� �he use� expe��en�e. Than�s �o �he ���h�e�
�oo�d�na��on be�ween Wha�sApp and Fa�eboo�, we �an now mo�e eas���
��nd ou� ���ends o� see mo�e �a�uab�e messa�es ��om �he �ompan�es
�ha� ��u�� ma��e� �o us. O� �ou�se, sma�� �oo�no�e, �hese
‘bene���s’ �omes a� �he p���e o� sha��n� ou� phone numbe� and
o�he� p���a�e da�a w��h Fa�eboo�—�hou�h, ��us��n� �he�� wo�d, no�
�he �on�en� o� �he messa�es �hemse��es.

Fa�eboo� does �h�s �o� �he s�mp�e �eason �ha� �� needs �o �n��ease

��s ma��e� sha�e on mob��e de���es5; �he �am��� o� Wha�sapp,
Fa�eboo� and Ins�a��am a�e a�� d���e�en� �hanne�s �ead�n� �o �h�s
same pu�pose. One o� �he �onsequen�es o� �h�s �s �ha� wh��e
Fa�eboo�’s �ha� �un���on �an s���� be used on �he�� mob��e
webs��e, p�ans a�e �ha� we w��� soon be �o��ed �o �ns�a�� Fa�eboo�
Messen�e� shou�d we w�sh �o �on��nue us�n� �� on ou� mob��e

phones6. On�e a�a�n, �n a s��o�e o� pu�e �en�us and ��ea������,
�h�s mo�e �s be�n� ma��e�ed as a wa� �o p�o��de us w��h �he bes�
expe��en�e e�e�. And we �an use �� w��h �us� a phone numbe�, we
don’� e�en need a Fa�eboo� a��oun�. Tha� wa�, �he�� use� base
expands a�on� w��h �he�� p�o���s.

E�e�� ��me �he�e �s a b�ea�h o� use� ��us� —�ead: a �han�e �n �he
Te�ms o� Se����e— o� news �e�a�d�n� ne�wo�� su��e���an�e, peop�e
a�e on �he �oo�ou� �o� an a��e�na���e, and ���h��u��� so. In �hese
momen�s �he�e a�e man� a�so w����n� �o p�omo�e su�h a��e�na���es,
usua��� �n �he �o�m o� �e� ano�he� d�s�up���e app. A��e� �he
pu��hase o� Wha�sapp, �o� examp�e, Te�e��am was ad�e���sed as �he
a��e�na���e. A��e� �� be�ame ��ea� �ha� Te�e��am had d�ead�u�
se�u����, peop�e p�omo�ed ��be�. Then Snap�ha�, �hen Th�eema, �hen
A��o and now S��na�. The�e �s a �eason wh� we’�e �a���n� �n�o �h�s
pa��e�n o� need�n� a��e�na���es �o �he a��e�na���es. And �ha� �s
be�ause...

The�e a�e no a��e�na���es.



The�e’s a �enden�� �o o�e�s�mp���� �he �ssues �e�a�ed �o �he use
o� �hese apps as me�e�� a p���a�� ma��e�, and no� e�en �ha� �s
su�����en��� add�essed. Wh��e ea�h o� �he a�o�emen��oned apps a�e
a��e�na���e �ompan�es and b�ands, wha� �hese a��e�na���es a�� ha�e
�n �ommon �s �ha� �he� sha�e �he same mode�. A mode� �ha� �e�o��es
a�ound �en��a��zed se����es, �endo� �o��-�n and ma��e��n� �e�a�ed
su��e���an�e, and a�� o� �ha� w��h�n a neo��be�a� �on�ex� o� �he
��ee ma��e�. These a��e�na���es �he�e�o�e p�omo�e �hemse��es as
mo�e �han �us� an a��e�na���e, bu� a�so as �ompe��n� p�odu��s,
usua��� h��h���h��n� a pa����u�a� �ea�u�e �a���n� �n ���a�s’
p�odu��s. Remembe� �ha� ���-�a�ed, supe� �oo�, n��e �oo��n�
a��e�na���e �o Fa�eboo�, E��o? I� �a�ned a �o� o� ��a���on ou� o�
�e����ma�e �on�e�ns w��h Fa�eboo�’s modus ope�and�, p�omo��n�
��se�� as an a��e�na���e �o� ��s n��e �ea�u�es and ��s p�om�se no�

�o use ad�e���s�n�. Bu� as A�a� Ba��an was qu��� �o po�n� ou�7,
a��ow�n� �n�es�men�s b� �en�u�e �ap��a� ���ms mean� �he p�o�e��
was dead be�o�e �� �ea��� be�an. Ta��n� �hese �n�es�men�s, wh��h
a��owed �hem �o s�a�e as a p�a��o�m, a�so mean� �ha� �he� wou�d,
a� some po�n�, ha�e �o ma�e a �o� o� mone� �o� �he�� �n�es�o�s.
How? B� se���n� ad spa�e o� �n�o�ma��on abou� �he�� use�s. The
�eason �he pa��e�n �eeps �epea��n� ��se�� �s no� be�ause �he
ma�e�s o� �hese apps a�wa�s se��e��� �n�ended �o se�� �ou� da�a
wh��e sa��n� �he� wou�dn’�. The �eason �s �ha� �he� ha�e no �ho��e
w��h�n �he e�onom�� s�s�em �he� �hoose �o ope�a�e �n.

���p�o��aph� ma��e�s, bu� �hen �� a�so doesn’�

The �a�es� �ompe�����e �ea�u�e—one m��h� e�en sa�, ma��e��n� �����
—�o ma�e �on�e�ned use�s sw���h ��om one a��e�na���e �o ano�he� �s
���p�o��aph�, �he a�� o� �od�n� messa�es du��n� �ommun��a��on.
Th�s s��a�e�� wo��s we�� be�ause �he �as� ma�o���� o� peop�e a�e
no� �ea��� �n�o�med when �� �omes down �o �he �e�hn��a����es o�
���p�o��aph�, so �h�s d�s�ou�se mos��� se��es �o �h�ow bedazz��n�
spa���es �n ou� e�es. To be su�e, ���p�o��aph� �s �undamen�a� �o�
p���a��. Howe�e�, �he ma�n p���a�� �h�ea� �n �he �on�ex� o� us�n�
�hese apps �sn’� �he po�en��a� o� a �o�e�nmen� ea�esd�opp�n� on
ou� �ommun��a��ons. The p���a�� �h�ea� �s �he who�esa�e and
�n��eas�n� dependen�e on �en��a��zed se����es wh��h �e�o��e a�ound
�he su��e���an�e and mone��za��on o� use� �n�o�ma��on. In 2016,
bo�h Wha�sApp and Fa�eboo� Messen�e� enab�ed end-�o-end en���p��on
�o add�ess �n��eas�n� p���a�� �on�e�ns. Add�n� ���p�o �o a
�ommun��a��on app �n �h�s �ase me�e�� ob�us�a�es a �on�e�n abou�



�he he�emon� o� �hese p�a��o�ms. In essen�e, �he �ssue o� p���a��
�s mu�h �a��e� �han �us� �he �a�� o� ���p�o��aph�; �he �ond���ons
�ha� �h�ea�en p���a�� a�e s��u��u�a� and e�onom�� and no� �eso��ed
b� a pa��h o� a new �ea�u�e.

Th�s �ssue �s �u��he� s��essed when �oo��n� a� �he ques��on o�
me�ada�a, �ha� �s �o sa�, da�a abou� da�a, wh��h �n �he �ase o�
�ommun��a��on app���a��ons �s e�e���h�n� bu� �he �ommun��a��on
da�a ��se��. When Wha�sApp s�a��ed sha��n�, amon� o�he� �h�n�s,
��s use�s’ phone numbe�s w��h ��s pa�en� �ompan�, Fa�eboo�, ��
wen� �o ��ea� �en��hs �o �ua�an�ee us �ha� �he �on�en� o� ou�
messa�es was s���� pe��e���� se�u�e, �mposs�b�e �o be �ead b� bo�h
Wha�sApp and Fa�eboo�. The a��umen� s�a��n� �ha� "I�’s on��
me�ada�a, don’� wo���" has been howe�e� debun�ed nume�ous ��mes.
E�en �hou�h �hese p�a��o�ms wou�d �o�e us �o be��e�e o�he�w�se,
me�ada�a �s ne��he� a �����a� d�sposab�e b�-p�odu��, no� �� �s
anon�mous. And assum�n� �ha� �he ���p�o �s sound and �ha� �he app
�unn�n� �h�s ���p�o �s no� ��awed, ��oss-�e�e�en��n� se�e�a�
da�abases �on�a�n�n� me�ada�a w��� a�wa�s p�odu�e an a��a� o� �e��
pe�sona� �n�o�ma��on, �ha� �n ��se�� �s mu�h mo�e �a�uab�e �han
en���p�ed na�ed se���es. Thus �� shou�d be no su�p��se �ha� �o�me�
NSA d��e��o� M��hae� Ha�den �n�amous�� sa�d �n 2012 "we ���� based

on me�ada�a"8 and �a�e� a��ued �n 2015 �ha� me�ada�a shou�d be �he
ma�n a�ea o� �o�us o� su��e���an�e a�������es, and no� �he

��ea��on o� ba��doo�s w��h�n ���p�o, o� �he bann�n� o� �he �a��e�9.

In sho��, bo�h Wha�sapp and Fa�eboo� Messen�e� �an a��o�d �o
dep�o� end-�o-end en���p��on �o� �ou� messa�es be�ause �� won’�
hu�� �he�� bo��om ��ne, wh��h �s ma��n� mone� based on �he
su��e���an�e o� �ou� beha��o� and �ou� so��a� ��aph. Add�n� ���p�o
�hus me�e�� pa��hes �ou� p���a�� wo���es, bu� no� �he �h�ea� �o
��.

The W�on� S��na�
10

The end-�o-end en���p��on enab�ed �n Wha�sApp and Fa�eboo�
Messen�e� has been de�e�oped b� Open Wh�spe� S�s�ems, a non-p�o���
�un b� ���p�o-�e�eb���� Mox�e Ma���nsp��e. OWS a�so de�e�oped �he
a��o���hm �o� �he�� own �ns�an� messa��n� app���a��on, S��na�, and
�hen open-sou��ed ��. S��na� ��se�� �s now �he �a�es� app be�n�
p�omo�ed as an a��e�na���e �o Wha�sApp and �s ha��ed as �he
pana�ea o� bo�h se�u���� and usab�����. I� e�en has �he ba���n� o�
membe�s o� �he d�ss�den� e���e su�h as Edwa�d Snowden.



Wh��e OWS p�o��des �ho�ou�h expe���se �n �he ��e�d o�
���p�o��aph�, Ma���nsp��e �s �u��en��� ad�o�a��n� �en��a��sa��on
as �he on�� answe� �owa�ds use�-���end��, �as� and se�u�e
messa��n� apps. De�en��a��sa��on, a��o�d�n� �o h�m, has no p�a�e
�n �he mode�n wo��d and appa�en��� hampe�s �nno�a��on. Howe�e�,
some o� h�s a��umen�s ha�e no� �ema�ned un�ha��en�ed. In
pa����u�a�, whe�e Ma���nsp��e a��uses �ede�a��on o� s�a���n�

e�o�u��on11, Dan�e� Gu��s�h p�o��des a �oun�e� a��umen� b� us�n�

�he Web as an examp�e o� su��ess�u��� �ede�a�ed s�s�em12.
Fu��he�mo�e, Gu��s�h s�a�es �ha� �he p�ob�em �s no� �ha�
�ede�a��on doesn’� adap�, bu� �a�he� �ha� �he�e a�e p�ob�ems w��h
��s �mp�emen�a��on �o� a �e�� s��n����an� �eason: so��wa�e
de�e�ope�s wo���n� on �ede�a�ed s�s�ems mos��� wo�� �o� ��ee �n
�he�� spa�e ��me o� w��h �����e means, ���en �he d�����u��� �o
mone��se a s�s�em wh��h des��n �an on�� su��eed �� �� �s open and
�an be app�op��a�ed eas��� be�ond ��s o����na� s�ope, and �hus
ma��n� ��s �ap��a��sa��on pa����u�a��� �ha��en��n�. In �ha� sense,
�he mos� �n�e�es��n� aspe�� o� �h�s deba�e �s �ha� wh��e
Ma���nsp��e seems �o de�end h�s p�odu�� ��om a �e�hno�o���a�
pe�spe����e, Gu��s�h’s �oun�e� a��umen� mo�es ba�� �he d�s�uss�on
�o �he �on�ex� o� po�����a� e�onom�.

Dan�e� Gu��s�h �s an �mpo��an� �oun�e�-�o��e be�ause he �s �he
ma�n de�e�ope� beh�nd �on�e�sa��ons. Th�s open-sou��e �ns�an�
messa��n� app ���es �o be bo�h a��ess�b�e �o� new use�s as we�� as
p�o��de enou�h ��ex�b����� �o� mo�e ad�an�ed use�s. In �ha�
�e�a�d, �on�e�sa��ons ��se�� does no� mana�e �o es�ape �he �o���
o� �ompe����on and �he d�s�ou�se a�ound a��e�na���e supe��o� apps
d�s�ussed p�e��ous��. Howe�e�, ��s app�oa�h �s s��n����an���
d���e�en� be�ause un���e an� o�he� apps, �on�e�sa��ons �s no� a
�omp�e�e so�u��on, no� does �� p�esen� ��se�� as su�h. I� �s a
���en� �ha� �e��es on �ede�a��on, wh��h means �ha� �� a��ows �o�
peop�e �o �ha� w��h ea�h o�he� �e�a�d�ess o� wha� p�o��de� �he�
a�e us�n�. In �on��e�e �e�ms, �he�e �s no �en��a� se��e� d��e����
�onne��ed �o �on�e�sa��ons, bu� �on�e�sa��ons �an �onne�� �o
d���e�en� �ha� se��e�s. Th�s �s poss�b�e be�ause �on�e�sa��ons �s
bu��� upon a �on�-���ed messa��n� p�o�o�o� �a��ed XMPP.

XMPP, �he �ede�a�ed messa��n� p�o�o�o�

Up �o a �ew �ea�s a�o XMPP and ��s �mp�emen�a��ons we�e �a���n�
beh�nd �n �e�ms o� mob��e �ea�u�es, usab����� and �n�e��a�e



des��n13. Tha� was �he so-�a��ed �a�� o� e�o�u��on Mox�e po�n�ed
ou�. Bu� �e�en��� Gu��s�h and �he o�he� �on���bu�o�s �o
�on�e�sa��ons ha�e mana�ed �o b��n� XMPP up �o speed w��h �he
�un���ona���� o� we�� �nown mob��e messen�e� app���a��ons. No�
on�� d�d �h�s demons��a�e �ha� b��d��n� �he �ap �ou�d be done
�e�hn��a���, bu� �� a�so had �he e��e�� o� b�ea�h�n� new ���e �n�o
�he XMPP �ommun���. An examp�e o� �h�s new ene��� was �he
�n���a���e �o ��ea�e and �mp�emen� OMEMO, an XMPP Ex�ens�on
P�o�o�o� �ha� p�o��des mu���-use� end-�o-end en���p��on and wh��h
�s based on S��na�’s own en���p��on a��o���hm. E�e� s�n�e a

��ow�n� numbe� o� ���en�s ha�e s�a��ed �mp�emen��n� OMEMO14,
�n��ud�n� Ga��m �o� des��ops and �ha�Se�u�e �o� �Phones.

Gu��s�h su��eeded: h�s XMPP ���en� �on�e�sa��ons has been

�ns�a��ed be�ween 10 and 50 �housand ��mes15 and he �s ab�e �o ���e
o�� and wo�� �u��-��me on �he p�o�e�� so �a� p�e��se�� be�ause o�
unde�s�and�n� �he �e�hn��a� unde�p�nn�n�s o� �en��a��zed se����es
su�h as Wha�sApp o� S��na�. I� �s howe�e� a b���e�-swee� ����o��,
be�ause as Gu��s�h a����u�a�ed �n h�s de�ense o� de�en��a��sa��on,
�he ma�n d���e�en�e be�ween �en��a��sed and de�en��a��sed
�mp�emen�a��ons �s no� on�� �e�hn��a�, bu� a�so a ma��e� o�
e�onom�� sus�a�nab�����. In o�he� wo�ds, �� h�s on�o�n� e��o��s
show �ha� �� �s poss�b�e �o ha�e a sa��s���n� and sa�e use�
expe��en�e wh��e us�n� �ede�a�ed a��e�na���es, �h�s �s on��
poss�b�e be�ause, un���e an� o�he� XMPP ���en� de�e�ope�s, he �s
�n �he pos���on o� wo���n� on �h�s p�o�e�� �u�� ��me. The p�ob�em
has no� been so��ed bu� sh���ed. I� e�onom��a��� sus�a�nab�e XMPP
�ede�a��on we�e �o s�a�e �o �he po�n� o� be�n� as su��ess�u� as
�he �en��a��sed so�u��on o��e�ed b� S��na�, �� wou�d ha�e �o �a�e
�he �onsequen�es o� do�n� so �n �he �on�ex� o� a ��ee ma��e�
d���en b� �ompe����on. In �ha� s��ua��on, ea�h XMMP ���en�’s
e�onom�� ��ab����� wou�d depend hea���� on ��s �apa���� �o �ap�u�e
enou�h use�s �ha� �an p�o��de �n�ome �o� �he�� de�e�ope�s. The
p�ob�em �he�e�o�e �s no� so mu�h a p�ob�em o� �he �e�hn��a� o�
e�onom��a� sus�a�nab����� o� �ede�a��on, bu� mo�e a p�ob�em o� �he
e�onom�� sus�a�nab����� o� open s�anda�ds and p�o�o�o�s �n a wo��d
sa�u�a�ed w��h so�u��on�s� bus�ness mode�s. A��e� a��, man� �ea�s
a�o, Goo��e and Fa�eboo� d�d p�o��de XMPP suppo�� �n �he�� �ha�
app���a��ons be�o�e de��d�n� �o ��ose ��s �n�e�ope�ab�����.



App�oa�hes no� Apps

G��en �he d���e�en� p�ob�ems mapped �n �h�s �ex�, �� be�omes
d�����u�� �o b��nd�� �e�ommend �on�e�sa��ons as �he supe��o�
a��e�na���e, �ha� �s �o sa�, a nea� d�op-�n �ep�a�emen� �o S��na�
o� an� o�he� �ompe��n� se�u�e �ommun��a��on so��wa�e.
The �eason �s no� �e�hn��a� bu� �s ��n�ed �o �he �a�� �ha�, as
d�s�ussed ea���e�, �on�e�sa��ons’ own su��ess �e��es on an
e�onom�� mode� �ha� �s qu��e ��a���e, and �he su��ess o� wh��h—and
��’s a pa�adox—�ou�d po�en��a��� unde�m�ne �he �u��u�a� d��e�s���
o� �he XMPP e�os�s�em. W��h �ha� sa�d, �he�e a�e howe�e� �wo
essen��a� po�n�s �ha� �he �on�e�sa��ons �ase b��n�s up. These
po�n�s a�e no� a�wa�s a����u�a�ed ��ea��� �n d�s�uss�ons on
�ede�a��on: s�a�e and ��us�.

Ra�he� �han ha��n� �o swap one app �o� �he o�he� �n an a��emp� �o
m����a�e a �a��e and �on�us�n� p���a�� p�ob�em, �he XMPP
�ede�a��on app�oa�h a��ows �o �o��e����e�� �a���e �he p�ob�em
based on ��s �a��ous d�s��e�e pa��s. Su�h an app�oa�h, �a�he� �han
su��es��n� a s�n�u�a� and p�op��e�a�� so�u��on, a��ows �o� �he
ex�s�en�e o� d���e�en� ��ee and open sou��e so��wa�e se��e�s wh��h
�an be �omb�ned w��h d���e�en� ��ee and open sou��e so��wa�e
���en�s. Tha� ma�es �� poss�b�e �o� �ou and a ��oup o� ���ends �o
�un �ou� own �n��as��u��u�e, whe�he� on a �en�ed se��e� o� on a
�e�� sma�� home se��e�. The �ede�a�ed na�u�e o� �he p�o�o�o�
a��ows �ou �o ���, p�a� and expe��men� w��h d���e�en� ne�wo��
�n��as��u��u�es w��h d���e�en� ���en�s. These ���en�s �an �an�e
��om �us�om XMMP bo�s �o �ene�a� �ns�an� messen�e�s �ha� �ou wou�d
be ab�e �e�ommend �ou� ���ends and �am��� �o �ep�a�e Wha�sapp,
w��hou� ma��n� a �oo� o� �ou�se��. As �hese open-sou��e
�e�hno�o��es �on��nue �o e�o��e �ou �an ma�e �n��emen�a� �han�es
�o �ou� se��e� o� sw���h ���en�s as newe� �e�s�ons a����e. Hos��n�
�ou� own �n��as��u��u�e a��ows �ou �o s�a�e �ou� �ommun��a��on �n
a wa� �ha� �s �he mos� mean�n��u� �o� �he ��oup o� �ommun��� �ou
be�on� �o. I� �s a�so a wa� �o ma�e su�e �ou� s�s�em ma��hes �ou�
own �h�ea� mode�, wh��e s�mu��aneous�� a��ow�n� �ou �o dea� w��h
��us� �ha� �s no� med�a�ed b� an app. I� a�so a��ows �ou �o
expe��men� w��h e�onom�� mode�s o�he� �han �hose ��n�ed �o �a��e-
s�a�e �n��as��u��u�e �n�o���n� su��e���an�e and �ap�u��n� o� �ou�
so��a� ��aph �o� ��nan��a� �a�n. Ma�be �ou wan� �o sha�e �he �os�
o� �he se��e� o� �he �espons�b�����es o� adm�n�s��a��n� ��, ma�be
�ou wan� �o �o��e����e�� �ea�n how �o �un a�� �h�s s�u��, o� ma�be
�ou wan� �o s�a�� mee��n�s �o ex�han�e ��ps, e��. Howe�e�, �h�s



does no� mean �ha� �ou need �o �u� �ou�se�� o�� ��om �he �es� o�
�he wo��d and �h�s �o�m o� �o�a��sm shou�d no� be m�sunde�s�ood
�o� a h�ps�e��s� and �ea���ona�� �o�m o� es�ap�sm. Ins�ead, su�h
an app�oa�h �s qu��e �he oppos��e as �� p�o��des a poss�b����� �o
a����e�� en�a�e w��h so��e�a� �ssues. I� a��ows ��oups �o
�o��e����e�� �h�n�, �n �he sense o� de��n�n� ques��ons and
h�po�heses �hemse��es, a�qu��e s����s and �now�ed�e and �espond �o
�ssues �ha� a�e bo�h �e�e�an� �o �he�� own s��ua��on bu� �ha� �an
a�so �esona�e ��oba���, enab��n� o�he�s �o s�a�� a s�m��a�
p�o�ess.

The �oa� o� �h�s a�����e was �o p�o��de some �oo�s and �ns��h�s
wh��h no� on�� a��ow �o� �on�ex�ua��sa��on o� �he �e�hno�o�� we
a�e us�n� and suppo���n�, bu� a�so he�p ma��n� su�e �ha� �he
�ns�an�-messa��n� �ou and �ou� ���ends use happens �n a ��us�ed
and se�u�e en���onmen�, as mu�h as poss�b�e ou�s�de �he e�onom�es
o� su��e���an�e. Fo� �h�s �eason ou� mo���a��on �o� w����n� �h�s
a�����e was �wo-�o�d. On �he one hand we wan�ed �o show �ha� �he
�ssue o� p���a�� �s mo�e �ns�d�ous �han �ns���u��ona�
ea�esd�opp�n� and no� me�e�� so��ed w��h �he use o� end-�o-end
en���p��on. On �he o�he� hand, and as a �onsequen�e, we wan�ed �o
su��es� no� a d���e�en� app, bu� a d���e�en� app�oa�h a��o�e�he�
on �he bas�s o� XMPP �ede�a��on and �o��e����e a���on. The�e�o�e
we’�e w����en �wo �u�des. One on how �o �on���u�e a se��e� and one
on how �o �hoose and use ���en�s �ha� �an �o a�on� w��h ��. These
a��ow �ou �o pu� a se��-hos�ed app�oa�h, an app�oa�h �ha� b��n�s
aspe��s o� ��us�, s�a�e and �mp�emen�a��on �o �he �o�e��on� and
�n�o p�a����e. On�e a�a�n, su�h �u�des shou�d no� be pe��e��ed as
de��n����e answe�s bu� mo�e as �oo�s �o �eep us, and hope�u��� �ou
�oo, bus� �o�mu�a��n� �he ���h� ques��ons and bu��d�n� ne�wo��s o�
mu�ua� he�p. So wh��e we a�e unab�e �o �e�ommend �ou �he nex� b��
app �ha� w��� so��e a�� use� su��e���an�e and ��nan��a��sa��on
on�e and �o� a��—as we a�e p�e��� su�e no su�h app w��� e�e� e�en
ex�s�—we hope �o a� �eas� he�p shed a ���h� on �he �on�used and
�on�us�n� d�s�ou�ses �ha� su��ound ���p�o-sound a��e�na���es wh��h
ma� ob�us�a�e �ess ob��ous p�ob�ems.
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�on���u��n� an XMPP se��e�

homeb�ewse��e�.��ub 

Th�s �s a �u�de �o se� up a mode�n XMPP se��e� �o�used on se�u����
and mob��e messa��n�. The who�e �u�de �u��he� assumes one �s us�n�
Deb�an as a se��e� and �ha� �ou w��� end up hos��n� a �ew o� �ou�
���ends. I� �u��he� assumes �ou ha�e some bas�� s����s wo���n� on
a ��nux �ommand ��ne.

To ma�e �ou� se��e� �ommun��a�e ma�e su�e �o��ow�n� po��s a�e open
�n �ou� ���ewa��:

5222 (�o� ���en� �o se��e�)
5269 (se��e� �o se��e�)
5280 (de�au�� h��p po�� �o� p�osod�)
5281 (de�au�� h��ps po�� �o� p�osod�) 

Enab��n� HTTPS

F��s� we a�qu��e a s��ned HTTPS-�e������a�e ��a Le�'s En���p�1:
Th�s �s amon� o�he�s �equ��ed �o� Ga��m p�u��ns �o wo�� p�ope���;
se��-�ene�a�ed �e��s w��� no� wo��.

Ins�a�� �e��bo� and �e� new �e������a�es �o� �ou� doma�n (�ep�a�e
m�se��e�.o�� w��h �ou� own):

w�e� h��ps://d�.e��.o��/�e��bo�-au�o 
�hmod a�x �e��bo�-au�o
�e��bo�-au�o �e��on�� -d mu�.p�a�eho�de�doma�n.o�� -d
dump.p�a�eho�de�doma�n.o�� -d p�a�eho�de�doma�n.o��-d
p�a�eho�de�doma�n.o�� 

Shou�d �ou su��eed, �ou w��� be ab�e �o �ead some�h�n� ���e:

"�on��a�u�a��ons! You� �e������a�e and �ha�n ha�e been sa�ed a� /
e��/�e�sen���p�/���e/p�a�eho�de�doma�n.o��/�u���ha�n.pem. You�
�e�� w��� exp��e on 2017 02-13. To ob�a�n a new o� �wea�ed �e�s�on
o� �h�s �e������a�e �n �he �u�u�e, s�mp�� �un �e��bo�-au�o a�a�n.
To non-�n�e�a����e�� �enew a�� o� �ou� �e������a�es, �un �e��bo�-
au�o �enew"

file:///configuring-an-xmpp-server.html
file:///author/homebrewserverclub.html
https://dl.eff.org/certbot-auto


Ta�e no�e o� �he pa�h whe�e �he �e������a�e �s s�o�ed as we w���
use �� �a�e�.

Ins�a���n� and se���n� up M�S�L as a s�o�a�e ba��-end

F��s� upda�e �ou� �epos��o��es and �ns�a�� M�S�L:

ap�-�e� upda�e �� ap�-�e� �ns�a�� m�sq�-se��e�

Run m�sq� as �he �oo� use�:

m�sq� -u �oo� -p

In m�sq�:

m�sq�> ��ea�e da�abase p�osod�; m�sq�> show da�abases;

Resu�� shou�d be some�h�n� ���e:

��ea�e a da�abase a��oun� �o� p�osod�:

m�sq�> ��ea�e use� p�osod�;

G��e �he use� p�osod� �he ���h�s �o a��ess �he da�abase, ma�e su�e
�o �han�e �he passwo�d and �a�e no�e o� ��:

m�sq�> ��an� a�� on p�osod�.* �o 'p�osod�'@'�o�a�hos�' �den����ed
b� 'use�Passwo�d';

Ex�� m�sq�:



ex��;

Ins�a���n� and �on���u��n� P�osod�, �he XMPP se��e�

Ins�a�� �he newes� �e�s�on o� P�osod� and ��s dependen��es ��om
�he o�����a� p�osod� �epos��o��:

e�ho "deb h��p://pa��a�es.p�osod�.�m/deb�an wheez� ma�n" >> /e��/
ap�/sou��es.��s�
w�e� h��ps://p�osod�.�m/���es/p�osod�-deb�an-pa��a�es.�e� -O- |
sudo ap�-�e� add -
ap�-�e� upda�e �� ap�-�e� �ns�a�� p�osod� �ua-db�-m�sq� �ua-z��b

Add �he Le�'s En���p� �e������a�es �o P�osod� and ma�e su�e
P�osod� �an use �hem:

�p /e��/�e�sen���p�/���e/m�se��e�.o��/*.pem /e��/p�osod�/�e��s/

Ma�e su�e �he �e������a�es a�e owned b� p�osod� and �e��b�e on��
b� �oo�:

�hown -R p�osod�:p�osod� /e��/p�osod�/ �hmod -R 700 /e��/p�osod�/
�e��s/

Ins�a�� �he newes� p�osod� p�u��ns:

ap�-�e� �ns�a�� me��u��a� �d /us�/s�� h� ��one h��ps://
h�.p�osod�.�m/p�osod�-modu�es/ p�osod�-modu�es

Ma�e a ba��up o� �he de�au�� p�osod� �on���u�a��on and �ns�a�� �he

one b� �he homeb�ewse��e�.��ub2:

�d /e��/p�osod�
�p p�osod�.���.�ua p�osod�.���.�ua.o����na�
w�e� h��p://homeb�ewse��e�.��ub/down�oads/p�osod�.���.�ua

Rep�a�e a�� �ns�an�es o� �he p�a�eho�de� doma�n name and passwo�ds
�n �he �on��� ���e w��h �ou� own:

sed -� 's/p�a�eho�de�doma�n.o��/�ou�doma�n.ne�/�' p�osod�.���.�ua
�� sed -� 's/use�Passwo�d/�ou�ownpasswo�d/�' p�osod�.���.�ua

A��e�na���e�� �ou �an �han�e �hem b� hand. The� a�e on ��ne 61,
69, 72, 75 o� p�osod�.���.�ua

http://packages.prosody.im/debian
https://prosody.im/files/prosody-debian-packages.key
https://hg.prosody.im/prosody-modules/
https://hg.prosody.im/prosody-modules/
http://homebrewserver.club/downloads/prosody.cfg.lua


F�n�sh�n� up

A��e� �ou'�e se� up a�� o� �he abo�e �� �s ��me �o s�a�� �he
se��e�:

/e��/�n��.d/p�osod� �es�a��

Use�s �an be added ��om �he �ommand ��ne, �ou w��� a�so be
p�omp�ed �o� a passwo�d:

p�osod���� adduse� me@p�a�eho�de�doma�n.o��

A��e�na���e�� �ou �an �han�e "a��ow_�e��s��a��on � �a�se;" �o
"a��ow_�e��s��a��on � ��ue;" �n �he �on��� (��ne 35) �o a��ow
use�s �o �e��s�e� a��oun�s on �ou� se��e� ��a �he�� ���en�s.

Now �ou �an ��� �onne���n� �o �ou� own se��e� b� us�n� a ���en�
���e Ga��m o� �on�e�sa��ons. Lo��n w��h �he abo�e �on���u�ed
use�name and passwo�d.

I� �ou ha�e ques��ons abou� P�osod�, �he p�o�e��'s do�umen�a��on3

�s qu��e �ood. I� �ou �an'� ��nd answe�s �he�e, ��� �on�a���n�
p�osod� de�e�ope�s and use�s d��e���� ��a �he P�osod� XMPP

�ha��oom4.

1: h��ps://�e��bo�.e��.o��/ 

2: homeb�ewse��e�.��ub/down�oads/p�osod�.���.�ua

3: h��ps://p�osod�.�m/do�

4: xmpp://p�osod�.�on�e�en�e.p�osod�.�m?�o�n 

https://certbot.eff.org/
file:///home/lidia/Documents/Projects/pluzine/output/homebrewserver.club/downloads/prosody.cfg.lua
https://prosody.im/doc
xmpp://prosody.conference.prosody.im?join


Se���n� up an XMPP Messen�e�

homeb�ewse��e�.��ub 

In��odu���on

F��s� o� a��, we �e�ommend �o �o��ow �h�s �u�de w��h a ���end who
a�so wan�s �o use �h�s �e�hno�o��. Then �ou �an he�p ea�h o�he�
ou� and �mmed�a�e�� �es� �� e�e���h�n� wo��s. As�de ��om �ha�,
�he�e a�e a��ead� enou�h XMPP use�s w��h emp�� �on�a�� ��s�s
a�ound :'(

Pa��s o� �h�s �u�de on a�e based on a�����es w����en b� Ma�h�as

Renne�1 on how �o se�-up �on�e�sa��ons2 and Ga��m3.

Th�s �s a �u�de �o� �on�e�sa��ons (And�o�d), �ha�Se�u�e(�OS) and
Ga��m(des��op W�n/L�n)

Re��s�e��n� an a��oun�

To be��n w��h, �ou w��� need a XMPP a��oun�! These �oo� ���e e-
ma�� add�esses (use�name@se��e�name.�om) and �an be �e��s�e�ed
w��h XMPP se��e�s. To �e� su�h an a��oun� �he�e a�e a �ew op��ons:

Hos� �ou� own XMPP se��e� a� home.

I� �ou don'� wan� �o o� �an'� se� up �ou� own XMPP se��e�:
- F�nd a ���end who �uns an XMPP se��e� and as� he� �o� a use�

a��oun�! - Ha�e a �oo� a� �he ��s� o� pub��� XMPP se��e�s4. The�e
a�e some �h�n�s �o �oo� ou� �o� howe�e�. Ma�e su�e �he� a�e

�omp��an� w��h a�� �he mode�n se��e� ex�ens�ons5 o� �ou won'� �e�
�he use� expe��en�e �ou a�e �oo��n� �o�. I� �s a�so poss�b�e �o

�es� o�he� se��e�s �ou�se�� us�n� �h�s �omp��an�e �es�e�6. A�so
�oo� ou� �o� se����es �equ���n� �ou� phone numbe� �o �e��s�e�, ��
�s no� needed �o� XMPP and �� wou�d de�ea� �he pu�pose o� �a��n�
ba�� �he �e�ns o� �ou� messa��n� ho�se. - Re��s�e� an a��oun� w��h

�on�e�sa��ons.�m7, �he se��e� �un b� �he de�e�ope� o�
�on�e�sa��ons. I� �s we�� ma�n�a�ned and �unn�n� �he �a�es�
�ea�u�es: The ���s� s�x mon�hs a�e ��ee, a��e�wa�ds �he�e �s a
mon�h�� �ee �ha� �oes �o suppo�� and sus�a�n �he on�o�n� �abou�
�n�o �on�e�sa��ons and ��ee open-sou��e messa��n� p�o�o�o�s.

file:///setting-up-an-xmpp-messenger.html
file:///author/homebrewserverclub.html


�ons�de��n� XMPP ���en�s

Then �ou need �o p��� and �ns�a�� a ���en� (a�so �nown as an app
o� a so��wa�e pa��a�e). The�e a�e man� ���en�s a�a��ab�e �ha�
suppo�� XMPP �ha�s, bo�h �o� mob��e, des��op and web-based
en���onmen�s. The n��e �h�n� abou� us�n� XMPP �s �ha� �ou� a��oun�
and �ou� ���en� a�e no� �n�e��w�ned, as �s �he �ase w��h Wha�sapp,
Te�e��am, S��na� and �he o�he�s. These app���a��ons o��e� a �u��
�ha� se����e, wh��h �n��udes �he �a�����a��on and hos��n� o� �ou�
messa�es o�e� �he ne�wo��, and �he �n�e��a�e op��ons o� �ou�
���en�. B� sepa�a��n� �he �wo, �ou ha�e �he op��on �o �hoose. To
p��� ��om a�� �he a�a��ab�e ���en�s we made a ��s� o� ����e��a o�
wha� we �ons�de�ed essen��a� �equ��emen�s and s�a��ed ��oss�n� o��
a�� �hose app���a��ons �ha� d�dn'� mee� �hem:

• F�ee � open sou��e so��wa�e —  �he �e�hno�o�� �s open, and
�he�e�o�e ��'s poss�b�e �o �ns�a�� use �he so��wa�e on �ou�
own �e�ms.

• Wo��s w��h �ede�a�ed se��e�s —  se��e�s a�e no� a��
�on��o��ed b� a s�n��e �ompan� o� o��an�za��on, bu� �an a�so
be �un b� �o�un�ee�s, o��an�za��ons, �ompan�es, �ou and me.

• H��h�� se�u�e (wh��h means suppo�� �o� en���p��on)] —  �he
so��wa�e �a�es se�u���� �o hea�� and o��e�s �h�n�s ���e end-
�o-end OMEMO en���p��on.

• The p�o�e�� �s �e�en��� upda�ed —  The�e a�e man� XMPP
���en�s a�a��ab�e, bu� no� a�� o� �hem a�e s���� ma�n�a�ned.
Fo� examp�e: man� �OS ���en�s ha�e no� been upda�ed �o� a
�on� ��me.

• Suppo�� �o� eas� �ma�e sha��n� — Essen��a� �n o�de� �o be
ab�e �o sha�e dan� memes and �ood p���u�es.

• Re�a���e ease o� use - Need we exp�a�n mo�e?

Th�s (appa�en���) �a�he� ���o�ous ��s� o� �equ��emen�s �e�� us
w��h �h�ee app���a��ons �ha� we w��� d�s�uss �n �h�s �u�de:
�on�e�sa��ons �o� And�o�d, �ha�Se�u�e �o� �OS and �a��m �o� �he
des��op �ompu�e�. The�e a�e man� o�he� XMPP ���en�s howe�e�, and
wh��e mos� o� �hese d�d no� mee� ou� �equ��emen�s �o� use, �he�
m��h� be o� �o� �ou. Ha�e a �oo� a� �h�s ex�ens��e ��s� o� XMPP

���en�s �n �ene�a�8 and �h�s ��s� o� ���en�s9 �ha� (p�an �o)



suppo�� OMEMO. Add���ona��� �ou m��h� wan� �o ma�e su�e �ou�
���en� suppo��s some o� �he 'mode�n' XMPP Ex�ens�ons XEP-0163:

Pe�sona� E�en��n� P�o�o�o�10 (�o� a�a�a�s and OMEMO), XEP-0198:

S��eam Mana�emen�11(�o� be��e� expe��en�e us�n� ��a�� mob��e

�onne���ons), XEP-0280: Messa�e �a�bons12 (s�n� messa�es be�ween

�ou� d���e�en� ���en�s), XEP-0313: Messa�e A��h��e Mana�emen�13

(�e�e��e messa�es wh��e o����ne)], XEP-0363: HTTP F��e Up�oad14

(send �ma�es, sha�e ���es �n ��oup�ha�s and w��h o����ne
�on�a��s.).

�on�e�sa��ons, And�o�d

- Down�oad �he �on�e�sa��ons app on �ou� Sma��phone -

�on�e�sa��ons �s a�a��ab�e ��a Goo��e P�a� �o� €2,39. The sa�e o�
�he app �oes �owa�ds �he on�o�n� de�e�opmen� o� �he so��wa�e.

In �ase �ou don'� use Goo��e apps o� wan� �� �o� ��ee, �ou need �o

�ns�a�� �he a��e�na���e app s�o�e �-d�o�d15 be�o�e. F-d�o�d wo��s
���e �he app s�o�e Goo��e P�a�, ex�ep� �ha� �� �sn'� a s�o�e and
on�� o��e�s apps �ha� a�e ��ee and open sou��e so��wa�e. See
�ns��u���ons �n �he nex� pa�a��aph how �o �ns�a�� �-d�o�d.

I� �ou de��ded �o� �-d�o�d, open �he webs��e w��h �ou� phone's
b�owse�. P�ess �he b�� down�oad bu��on on �he webs��e, wh��h w���
down�oad �-d�o�d’s �ns�a��e�. A��e� down�oad, p�ess �he down�oaded
���e and �he �ns�a��e� shou�d s�a��. Nex�, s�a�� �-d�o�d, upda�e
�he �epos��o��es and sea��h �o� �he app �on�e�sa��ons.

- S�a�� �he messen�e� app and �e��s�e�/�o� �n -

Now, s�a�� �on�e�sa��ons. I� �ou a��ead� ha�e an XMPP a��oun�, �ou
�an �o� �n w��h �ou� so-�a��ed �ID (�abbe� �d,
use�name@se��e�.�om)] and passwo�d. O�he�w�se, �� �ou� se��e� o�
�ho��e has �he op��on �o� app���a��on-based �e��s��a��on enab�ed,
�� �s a�so poss�b�e �o �e��s�e� a new a��oun� �n �h�s menu, b�
se�e���n� �he "�e��s�e� new a��oun� on se��e�" op��on.

A��e� �ou �����ed Nex�, �he �e��s��a��on p�o�ess m��h� �a�e up �o
20 se�onds.

- S�a�� �ha���n� -



To s�a�� a �ha� �ou need �o add ano�he� �abbe� ���end unde� �he
'�' �n �he menu and �nse�� �ou� ���end’s �abbe� ID, e.�. �ou�-
���end@a-�abbe�-se��e�.�om. Tha�’s ��. You �an now �ha� w��h �ou�
���end. Howe�e�, �h�s w��� be unen���p�ed!

- En���p��on -

So �e�’s a����a�e OMEMO en���p��on b� p�ess�n� �he pad�o�� �n �he
�op menu ba�:

 

Se�e���n� OMEMO en���p��on

OMEMO �s an ex�ens�on �o XMPP �o� mu���-���en� end-�o-end
en���p��on. OMEMO on�� wo��s �� �he ��n�e�p��n� o� �ou� and �ou�
���end’s de���e ma��h. To �ompa�e �hem, open one o� �ou�
�on�e�sa��ons and ����� on �ou� p�o���e p���u�e nex� �o one o�
�ou� messa�es. A� �he same ��me, �ou� ���end �����s on �ou� ��on
on h�s phone.

Now, bo�h o� �ou shou�d see a ��n�e�p��n� �ha� �ou �an �he��. I�
�he� ma��h, �han�e �he s��de� as �ou see �n �he s��eensho� �o �he
���h�.

I� OMEMO �anno� be a����a�ed, �us� send a messa�e �n �he �ha�
w�ndow. Th�s some��mes he�ps. A�so, �� ma� he�p �o end a
�on�e�sa��on b� p�ess�n� �he menu on �he �op ���h� �ns�de a
�on�e�sa��on, and �hen �e-open �he �on�e�sa��on a�a�n.



A��e� �ou a����a�ed OMEMO, �he �npu� ��e�d a� �he bo��om shou�d
sa� �ou �an now send en���p�ed messa�es:

The sh�e�d o� pad�o�� �nd��a�es an en���p�ed messa�e

T�oub�eshoo��n� �on�e�sa��ons

I� OMEMO �anno� be a����a�ed, �us� send a messa�e �n �he �ha�
w�ndow. Th�s some��mes he�ps. A�so, �� ma� he�p �o end a
�on�e�sa��on b� p�ess�n� �he menu on �he �op ���h� �ns�de a
�on�e�sa��on as shown �n �he �o��ow�n� s��eensho�, and �hen �e-
open �he �on�e�sa��on a�a�n.

End�n� a �on�e�sa��on

A��ow p�esen�e upda�es, �h�s �s used b� OMEMO �o ex�han�e �e�s: In
a �on�e�sa��on, ����� on �he ��on/�ma�e o� �ou� �ha� pa��ne�. In



�he new s��een (as shown be�ow)], ma�e su�e �ha� a�� �he��boxes
a�e a����a�ed:

Ma�e su�e �ou a��ow p�esen�e upda�es so �ou� ���en� �an ex�han�e
OMEMO �e�s

�he�� ��n�e�p��n�s: You m��h� be as�ed �o ��us� ��n�e�p��n�s ���e
�h�s:



�he���n� ��n�e�p��n�s

I� �ou �un �n�o p�ob�ems ��� as��n� �o� he�p �n �he �on�e�sa��ons
XMPP ��oup�ha�: �on�e�sa��ons@�on�e�en�e.s�a�s.eu

�ha�Se�u�e, �OS

Ge� �ha�Se�u�e ��om �he AppS�o�e. ¯_(ツ)_/¯

- S�a�� �he messen�e� app and �e��s�e� / �o� �n -

�hoose whe�he� �o ��ea�e a new a��oun� o� �o��n w��h an ex�s��n�
one:

file:///home/lidia/Documents/Projects/pluzine/output/conversations@conference.siacs.eu


In���a� s��een: ��ea�e o� add a��oun�!



Se�e�� XMPP



The �o��n s��een

I� �ou a��ead� ha�e an XMPP a��oun�, �ou �an �o� �n w��h �ou�
use�name@hos�name and passwo�d. A��e� �ou se�e��ed "Add Ex�s��n�
A��oun�" �ou ha�e �he op��on �o �onne�� w��h "XMPP" o� w��h
"Goo��e Ta��". Se�e�� "XMPP" and ���� �n �ou� N���name, Use�name
(use�name@se��e�.ne�) and passwo�d. Op��ona��� ���� �n �he
Hos�name o� �ou� XMPP se��e� and se�e�� �� �ou wan� �o use To� o�
no�. I� �ou'�e doub��n� abou� �he po��, 5222 �s �he de�au�� XMPP
po�� and wou�d ���e�� be on �ou� se��e� as we��.

- Enab��n� Push -

A��e� �ou'�e �o��ed �n, �he app p�oposes �o es�ab��sh se�u�e
�onne���ons b� send�n� an emp�� messa�e �o o����ne �on�a��s. You
ha�e �he op��on �o "Enab�e push" o� "s��p" �h�s pa��. �OS
��p��a��� end �he �onne���on when an app �uns �n �he ba����ound
and �equ��es use o� App�e's Push se��e�s �o wa�e up and �e�e��e a
messa�e. B� send�n� emp�� messa�es �ha�Se�u�e ��m��s �he da�a
be�n� sen� �o �he App�e ��oud's Push Se��e� bu� ob��ous�� s����



p�o��de �he�� �e����a��� �n�e��a�ed ��oud p�a��o�m w��h me�a-da�a.

Read mo�e abou� �he Push �ssues he�e16 and he�e17.

n �he nex� s��een �ou �an "Sha�e �n���e" (�e� peop�e on so��a�

med�a �now abou� �he app) o� �ap �he '✓' s�mbo� �n �he �op ���h�
�o�ne� �o �on��nue. Th�s �a�es �ou �o �he �ene�a� 'Se���n�s' menu.

In���e o�he�s �o use �ha�Se�u�e



Se���n�s

I� �ou a�e su��ess�u��� �onne��ed, �he wo�d "�onne��ed" appea�s
���h� unde� �ou� use�name. Be�o�e �ou �an ed�� �ou� a��oun�
se���n�s, �ou need �o �o� ou�. To do �h�s, ����� �ou� a��oun�/
n���name �n �he se���n�s menu and se�e�� "Lo� Ou�".

- ��ea�e New A��oun� -

�hoose "��ea�e New A��oun�" and ���e �ou� p�e�e��ed n���name.
Unde� "show ad�an�ed op��ons" �ou �an �us�om�ze �ou� use�name,
�ene�a�e an au�oma��� passwo�d, enab�e TOR (we d�dn'� �es� ��)]
and se�e�� a se��e� whe�e �ou wou�d ���e �o �e��s�e� �ou� a��oun�
on. Th�s �s �he se��e� �ou w��� use �o �ommun��a�e w��h o�he�
peop�e's se�e��ed se��e�s, and depend�n� on �he se��e� se���n�s ��
w��� a�so s�o�e �ou� (en���p�ed)] messa�es. �ha�Se�u�e �e�'s �ou
�hoose be�ween 3 bu���-�n se��e�s op��ons. De�au�� �s Du��Du��Go,
bu� when �ou �ap on "Du��Du��Go" �he app w��� �a�e �ou �o �he
se��e� se�e���on s��een whe�e �ou �an �hoose be�ween Du��Du��Go,
�a��x�ns���u�e.o�� and OTR.�m[�e�]A�� �h�ee o� �hese se��e�s s�o�e

poo��� on �he mode�n XMPP �omp��an�e �es�18, �� a�so o��e�s �ou �he



op��on �o se�e�� ano�he�, �us�om, se��e�. He�e �ou �an ���� �n �he
hos�name o� �he XMPP se��e� o� a ���end.

- Add�n� �on�a��s -

F��end �eques�

F�om �he se���n�s menu, �ap '�ha�s' (�op �e��)] �o s�a�� �ha���n�
and add�n� ���ends. To add ���ends �ap �he '�ompose' ��on, �op
�e�� �o�ne�. Then �ap "Add Budd�" and ���� �n �ou� ���ends
use�name and hos�name (use�name@hos�name) o� s�an �he�� �R �ode.

����� �he "�" ��on when �ou a�e �ead�. You� ���end w��� now appea�
�n �he "�ha�s" ��s� and w��� be a�a��ab�e �o� �on�e�sa��on a��e�
be�n� app�o�ed b� �he o�he� s�de ("pend�n� app�o�a�"). A��e� �h�s,
�ap �ou� ���ends name �o s�a�� �ha���n�.

I� �ou �e� a ���end �eques�, �he�� n���name w��� appea� �n �he
"�ha�s" ��s�.

- En���p��on -



When �n a �ha�, �ap �he �n�o�ma��on ��on on �he �op ���h� (�) �o
�han�e �ou� en���p��on se���n�s. The �n�o�ma��on menu d�sp�a�s
�ou� �u��en� and pas� �e����ed ��n�e�p��n�s and a��ows �ou �o
spe���� an en���p��on me�hod b� �app�n� "Show Ad�an�ed En���p��on
Se��...".



 



A� �he ��me o� w����n� OMEMO wo��s we�� w��h o�he� OMEMO ���en�s,
�ma�es sha�ed o�e� HTTPUp�oad howe�e� a�e no� d�sp�a�ed �n��ne bu�
�a�he� as a URL. I� �ou ����� �ha� �ou� b�owse� w��� open �� and
�a�� �o de���p� �he OMEMO en�oded �ma�e, be�ause �� has no no��on
o� �ou� OMEMO ��n�e�p��n�s. So �o� now �he �ma�es sha�ed o�e�
HTTPUp�oad ha�e �o be sha�ed us�n� p�a�n�ex�.
�ha�Se�u�e �mp�emen�s OMEMO and OTR on a TOFU o� “��us� on ���s�
use" bas�s. New "budd�es" a�e au�oma���a��� ��us�ed.

You �an a�so un��us� �ou� ���ends de���es/��n�e�p��n�s b� s��d�n�
�he ��een "�e����ed" bu��on and sha�e ��n�e�p��n�s b� �app�n� �hem
and se�e���n� a med�um �o sha�e �ou� ��n�e�p��n� o�e�.

I� OMEMO �anno� be a����a�ed, �us� send a messa�e �n �he �ha�
w�ndow. Th�s some��mes he�ps. A�so, �� ma� he�p �o �e�aun�h �he
app...I� �ou'�e �ha���n� w��h someone us�n� some�h�n� e�se �han
�ha�Se�u�e, �o� examp�e �on�e�sa��ons on And�o�d �� he�ps when �he
And�o�d s�de a��ows �o� �e�e���n� and send�n� p�esen�e upda�es.
Fo� spe�����s �e�e� �o �he �on�e�sa��ons se���on o� �h�s �u�de.

Ga��m, Des��op W�ndows / L�nux



These �ns��u���ons a�e �o� Deb�an / L�nux. Fo� W�ndows �� �s

poss�b�e �o down�oad �he b�na��es19.

- Ge���n� �he �a�es� �e�s�on o� Ga��m -

The �e�s�on �ha� �s pa��a�ed �n �he �epos��o��es o� Deb�an does
no� suppo�� OMEMO un�o��una�e��. As a wa� a�ound, �ou �an down�oad
and �ns�a�� �he �a�es� �e�s�on o� Ga��m ��om �he Deb�an ba��po��s
�epos��o��es.

In �ase �ou don'� ha�e ba��po��s on �ou� sou��es.��s�, �o��ow
�hese �ns��u���ons be�o�e �ou s�a��:

Fo� wheez� add �h�s ��ne �o �ou� sou��es.��s� (o� add a new ���e
w��h �he ".��s�" ex�ens�on �o /e��/ap�/sou��es.��s�.d/) You �an
a�so ��nd a ��s� o� o�he� m���o�s a� h��ps://www.deb�an.o��/
m���o�/��s�:

deb h��p://��p.deb�an.o��/deb�an wheez�-ba��po��s ma�n

Fo� �ess�e add �h�s ��ne �o �ou� sou��es.��s�:

deb h��p://��p.deb�an.o��/deb�an �ess�e-ba��po��s ma�n

A��e�wa�ds

sudo ap�-�e� upda�e

Now we a�e �ead� �o �o!

- Ins�a���n� Ga��m � o�he� dependen��es ��om ba��po��s -

To �ns�a�� �a��m:

ap�-�e� -� �ess�e-ba��po��s �ns�a�� �a��m

Now �ou'�� a�so need �o �ns�a�� P��hon-axo�o��, wh��h w��� a��ow
�ou �o se�up a se�u���� �a�e� on �op o� XMPP. Run:

ap�-�e� �ns�a�� p��hon-axo�o��

Nex�, �ou ha�e �o down��ade p�o�obu� due �o a bu� �n p��hon-
axo�o��:

https://www.debian.org/mirror/list
https://www.debian.org/mirror/list
http://ftp.debian.org/debian
http://ftp.debian.org/debian


sudo p�p2 �ns�a�� p�o�obu���2.6.1 And now �o� OMEMO! The�e �s a
pa��a�e �a��m-omemo on Deb�an Ba��po��s. So �un:

ap�-�e� -� �ess�e-ba��po��s �ns�a�� �a��m-omemo

- S�a���n� Ga��m and �ns�a���n� p�u��ns -

Nex�, s�a�� Ga��m. A��e� Ga��m has s�a��ed, wa�� some se�onds
un��� �� �eques�s �ou� pe�m�ss�on �o �ns�a�� upda�es:

 

A��ow Ga��m �o upda�e ��se��

A��ow �h�s. A��e�wa�ds, a new w�ndow w��� open �ha� ��s�s a��
�omponen�s �ha� �an be �ns�a��ed and upda�ed. In �h�s ��s�,
a����a�e �he �he��box nex� �o �he �o��ow�n� p�u��ns:

• OMEMO 
• H��pUp�oad 
• Ima�e 
• U�� �ma�e p�e��ew 

These p�u��ns a��ow �o� en���p��on (OMEMO) and �he eas� sha��n�
and d�sp�a� o� �ma�es a��oss d���e�en� ���en�s (H��pUp�oad, Ima�e,
U�� Ima�e p�e��ew)

Then, ����� �he bu��on Ins�a��/Up��ade on �he bo��om �e�� on �ha�
w�ndow.

A��e� �he upda�e has ��n�shed, �o �o �he o�he� �ab Ins�a��ed.
The�e, ma�e su�e �ha� a�� �omponen�s a�e a����a�ed ��a �he
�he��box. A��e�wa�ds, ����� ��ose on �he bo��om ���h� o� �he
w�ndow.



Then, �ou shou�d see a w�za�d �o se�up �ou� XMPP a��oun�. Se�e��
�he op��on �ha� �ou a��ead� ha�e an a��oun� and �o��ow a��
�ns��u���ons �ou�se�� us�n� �he de�au�� se���n�s.

 

Ga��m a��oun� ��ea��on w�za�d

A��e� �ou ��n�shed �he w�za�d su��ess�u���, Ga��m w��� show �ou�
s�a�us as A�a��ab�e. �on��a�u�a��ons! Now, �e�’s send messa�es �o
�ou� ���ends.

To do so, ����� on �he Ga��m w�ndow and mo�e �ou� mouse �o �he �op
o� �he s��een. The�e, a menu shou�d appea�. Go �o A���ons -> S�a��
�ha�… . In �he new w�ndow, add �he XMPP ID o� �ou� ���end and
����� o�.

 

Add�n� �on�a��s

Go �o �he ma�n menu a�a�n and se�e�� ��ew -> Show o����ne
�on�a��s… . In �he Ga��m w�ndow, �ou shou�d see �ou� ���end. R��h�



����� on �he name o� �ou� ���end and se�e�� Mana�e �on�a�� -> Add
�o �os�e�. In �he pop up, �us� ����� Add. Now �ou� ���end �s
pe�manen��� added �o �ou� ��s� o� �on�a��s. Nex�, ���h� ����� on
�ou� ���end and se�e�� Mana�e �on�a�� -> A��ow subs���p��on ->
A��ow �on�a�� �o see m� s�a�us.

You� ���end shou�d see a �eques� ���e �h�s:

 

F��end �eques�

You� ���end shou�d ����� Au�ho��ze, wh��h enab�es he� �o see ��
�ou a�e on��ne o� no�. A�so, �h�s s�ep �s ne�essa�� �o� a����a��n�
�he en���p��on.

Nex�, ma�e su�e �ha� �ou� ���end a�so a��ows �ou �o see he�
s�a�us.

Now, when �ou open �he �ha� w�ndow �o �ou� ���end, �� shou�d sa�
OMEMO en���p��on enab�ed and show a �ed sh�e�d nex� �o �he �npu�
��e�d, ���e �h�s:

 

Omemo enab�ed

I� �ou don’� see �he OMEMO en���p��on enab�ed — �us� �es�a�� Ga��m
and ha�e a �oo� a�a�n.

You m��h� a� some po�n� be �on��on�ed w��h a w�ndow abou� ��us��n�
��n�e�p��n�s.



- F�n�e�p��n�s -

S�mp�� pu�, a ��n�e�p��n� �s an ID o� a de���e someone uses �o�
�he messa��n�. In o�de� �o ma�e su�e �ha� �ou �ommun��a�e w��h
exa�� �he de���es, wh��h �ou� ���end uses, �ou need �o see �� �he
��n�e�p��n�s ��s�ed �n �h�s w�ndow ma��h w��h �he ones �ou� ���end
�ea��� has.

So, as� �ou� ���end �o ��s� he� ��n�e�p��n�s on he� des��op. On
he� �ompu�e�, �n �he �ha� w�ndow w��h �ou, she shou�d ����� on �he
se���n� s�mbo� be�ow �he �ex� �npu� ��e�d (��e�, w��h whee�s)].
F�om �he�e �o OMEMO en���p��on -> F�n�e�p��n�s. She shou�d now see
�he same w�ndow as �ou.

She shou�d �hose �he �ab Own de���es, wh��e �ou �hose �he �ab
�on�a��. Now, se�e�� a ��n�e�p��n� �ha� ma��hes w��h �he one o�
�ou� ���end and p�ess �he bu��on T�us�/Re�o�e F�n�e�p��n�. A�so
p�ess �es �n �he w�ndow �ha� appea�s.

F�na���, a�� ��n�e�p��n�s shou�d be ��een ���e �h�s:

 

Omemo enab�ed

- T�oub�eshoo��n� -

Some��mes, a �es�a�� o� Ga��m �us� he�ps :)

I� OMEMO en���p��on o� �he ��n�e�p��n� op��on �s ��e� and �anno�
be a����a�ed, �us� send a messa�e �n �he �ha� w�ndow. Th�s
some��mes he�ps.



I� �ou w�sh �o �now mo�e abou� Ga��m �he�� ou� �he do�umen�a��on20.

Fo� mo�e ad�an�ed �ssues �he�� ou� Ga��m's XMPP �ha��oom21.

1: h��ps://www.ma�h�as-�enne�.�om/

2: h��ps://b���ea�.de/2016/11/28/se�up-a-wha�sapp-���e-�ha�-messa��n�-�ha�-

�espe��s-�ou�-p���a��-�n-�us�-10-m�nu�es/

3: h��ps://b���ea�.de/2016/12/07/se�up-xmpp-w��h-omemo-en���p��on-on-�ou�-

des��op/

4: h��ps://xmpp.ne�/d��e��o��.php

5: h��ps://�omp��an�e.�on�e�sa��ons.�m/

6: h��ps://���hub.�om/�NPUTm��e/�omp��an�eTes�e�

7: h��ps://�on�e�sa��ons.�m/

8: h��ps://xmpp.o��/so��wa�e/���en�s.h�m�

9: h��p://omemo.�op/

10: h��ps://xmpp.o��/ex�ens�ons/xep-0163.h�m�

11: h��ps://xmpp.o��/ex�ens�ons/xep-0198.h�m�

12: h��ps://xmpp.o��/ex�ens�ons/xep-0280.h�m�

13: h��ps://xmpp.o��/ex�ens�ons/xep-0313.h�m�

14: h��ps://xmpp.o��/ex�ens�ons/xep-0363.h�m� 

15: h��ps://�-d�o�d.o��

16: h��ps://�ha�se�u�e.o��/b�o�/�ha�se�u�e-�32-push/

17: h��ps://�ha�se�u�e.o��/b�o�/��x�n�-�he-xmpp-push-p�ob�em/ 

18: h��ps://�omp��an�e.�on�e�sa��ons.�m/ 

19: h��ps://�a��m.o��/down�oads.php?�an��en�w�ndows 

20: h��ps://de�.�a��m.o��/�a��m/�a��m/w���s/he�p/home 

21: xmpp://�a��m@�on�e�en�e.�a��m.o��/?�o�n 

https://www.mathias-renner.com/
https://bitleaf.de/2016/11/28/setup-a-whatsapp-like-chat-messaging-that-respects-your-privacy-in-just-10-minutes/
https://bitleaf.de/2016/11/28/setup-a-whatsapp-like-chat-messaging-that-respects-your-privacy-in-just-10-minutes/
https://bitleaf.de/2016/12/07/setup-xmpp-with-omemo-encryption-on-your-desktop/
https://bitleaf.de/2016/12/07/setup-xmpp-with-omemo-encryption-on-your-desktop/
https://xmpp.net/directory.php
https://compliance.conversations.im/
https://github.com/iNPUTmice/ComplianceTester
https://conversations.im/
https://xmpp.org/software/clients.html
http://omemo.top/
https://xmpp.org/extensions/xep-0163.html
https://xmpp.org/extensions/xep-0198.html
https://xmpp.org/extensions/xep-0280.html
https://xmpp.org/extensions/xep-0313.html
https://xmpp.org/extensions/xep-0363.html
https://f-droid.org
https://chatsecure.org/blog/chatsecure-v32-push/
https://chatsecure.org/blog/fixing-the-xmpp-push-problem/
https://compliance.conversations.im/
https://gajim.org/downloads.php?lang=en#windows
https://dev.gajim.org/gajim/gajim/wikis/help/home
xmpp://gajim@conference.gajim.org/?join


Be��nne�'s Gu�de �o XMPP Spea�
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XMPP

Ex�ens�b�e Messa��n� and P�esen�e P�o�o�o�1 - A �ommun��a��ons
p�o�o�o� based on XML �ha� has been �n de�e�opmen� s�n�e 1999.
E�e� s�n�e �he s�anda�d has been �n��emen�a��� de�e�oped �o add
mo�e �un���ona����. I� �s �he unde����n� �e�hno�o�� �ha� powe�s a
�o� o� we�� �nown �ha� app���a��ons su�h as Wha�sApp and Goo��e
Ta��.

�abbe� - The o����na� ��adema��ed name o� �he �abbe� se����e.

�abbe�.o��2 �s �he o����na� �ns�an� messa��n� (IM) se����e based on
XMPP. A��e�wa�ds man� d���e�en� se��e�s and ���en�s ha�e eme��ed.
"�abbe�" �s �o "XMPP", wha� "ema��" �s �o "SMTP" and wha� "web" �s
�o "HTTP".

MU� - "Mu���-Use� �ha�", �he �a��on �o� ��oup�ha� �n XMPP wo��d.
Th�s �ea�u�e needs �o be suppo��ed b� bo�h �he ���en�s and �he
se��e�s.

ROSTER - �s �ou� ��s� o� �on�a��s.

�ID - �abbe� ID / XMPP add�ess. �ID �s �he �den����e� o� a use�
a��oun�. I� �oo�s a �o� ���e an ema�� add�ess: use�@se��e�.�om,
bu� �� �s no�. Some use�s m��h� use �he same name �o� bo�h �he��
ema�� and �ID bu� mos� o� �he ��me �hese a�e �omp�e�e�� d���e�en�
�h�n�s. Fo��ow�n� �he same �o���, �ha��ooms a�so ha�e a s�m��a�
add�ess: �oomname@mu�.se��e�.�om.

XEP - XMPP Ex�ens�on P�o�o�o�

XEP-0045: MU�3 - de��nes suppo�� �o� Mu���-Use� �ha�s, �n o�he�
wo�ds, ��oup �ha�s.

XEP-0163: PEP4 - Pe�sona� E�en��n� P�o�o�o� a��ows amon�s� o�he�
�h�n�s �o au�oma���a��� pub��sh a�a�a�s and OMEMO pub��� �e�s.

XEP-0313: MAM5 - Messa�e A��h��e Mana�emen� �s an ex�ens�on �ha�
a��ows one �o �e�e��e messa�es wh��e o����ne.

file:///beginners-guide-to-xmpp-speak.html
file:///author/homebrewserverclub.html


So��wa�e: ���en�s

As �ea�u�ed �n ou� �u�de on XMPP ���en�s:

�on�e�sa��ons6 - Mob��e ���en� �o� And�o�d.

Ga��m7 - Des��op ���en� �o� L�nux d�s���bu��ons, BSD, and W�ndows.

�ha�Se�u�e8 - Mob��e ���en� �o� App�e �OS, 'expe��men�a�', bu� �n
a����e de�e�opmen�.

O�he� popu�a� ���en�s no� �ea�u�ed �n ou� �u�de:

Ad�um9 - Des��op ���en� �o� App�e ma�OS. The OSX �e�s�on o� P�d��n

�a�wa10 - A web���en�, so �� �uns �n �he b�owse�. Suppo��s a �o� o�
�ea�u�es and XEPs. W�n/L�n/OSX

P�d��n11 - A ���en� wh��h suppo��s a numbe� o� messa��n� s�anda�ds
�n��ud�n� XMPP. Re�en��� �mp�emen�ed suppo�� �o� OMEMO.

The�e a�e man� mo�e ���en�s a�a��ab�e12. �he�� �ou� �o�a� F-D�o�d/
Goo��e P�a� S�o�e/AppS�o�e.

So��wa�e: Se��e�

Fede�a�ed se��e� - A ��oup o� se��e�s wh��h a��eed upon �e��a�n
s�anda�ds �o �ommun��a�e w��h ea�h o�he�. Su�h a ��oup �s a
�ede�a��on o� se��e�s. The �ede�a�ed XMPP p�o�o�o� enab�es �he
use� �o se�e�� a ���en� o� p�e�e�en�e and �onne�� �o �he�� XMPP
se��e� o� �ho��e.

�en��a��zed se����e - A �e����a��� �n�e��a�ed se����e �ha�
�n��udes bo�h ex��us��e ���en� and se��e� so��wa�e. In �h�s
s�ena��o, mos� o� �he ��me, �he use� �an on�� �un one spe�����
���en� and on�� �n�e�a�� w��h o�he� use�s ��om �he same se����e.

P�osod�13 - Open Sou��e XMPP Se��e� so��wa�e w����en �n LUA14. I� �s
a����e�� be�n� de�e�oped and �s no�ab�e �o� �he �a��e ammoun� o�

suppo��ed XEPs15.

En���p��on



�2S - The �onne���on be�ween a ���en� and �he se��e�.

S2S - The �onne���on be�ween se��e�s.

T�anspo�� La�e� en���p��on - En���p�s �ommun��a��on wh��e �� �s �n
��ans�� be�ween ���en� and se��e� (�2s) o� ��om one se��e� �o
ano�he� (s2s). The se��e�s whe�e �he messa�es a�e �e�a�ed be�ween
�an howe�e� s���� �ead �he�� �on�en�. I� �s p�obab�� �nown �o mos�
peop�e �n �he �o�m o� HTTPS, wh��h �nd��a�es �he �ommun��a��on �s
en���p�ed be�ween �ou� b�owse� and �he se��e� �ha� �s hos��n� �he
webs��e �ou ��s��.
Depend�n� on �ou� �h�ea� mode�, �n �ase �ou and �ou� �on�a��s
sha�e �he same ��us�ed XMPP se��e�, ��anspo�� �a�e� en���p��on
m��h� be enou�h �o sa�e�ua�d �ou� p���a��.

End-To-End En���p��on (e2e) - End-�o-end ��phe�s �s ���en� s�de
me�hod �o� en���p��n� messa�es. On�� �he sende�, and �he �e�e��e�,
a� bo�h ends o� �he �ommun��a��on �ha�n, �an �ead �he messa�e, bu�
no� �he se��e�s �n be�ween.

OTR - "O��-The-Re�o�d" �s one o� �he o�de� �o�ms o� e2e en���p��on
a�a��ab�e �n some messa��n� ���en�s. The b�� d�sad�an�a�e o� OTR
�s �ha� bo�h ���en�s need �o be on��ne a� �he same ��me �o� �he
en���p�ed sess�on �o wo��. I� �s a�so no� poss�b�e �o s�n�h�on�ze
OTR en���p�ed messa�es a��oss mu���p�e ���en�s.

OMEMO - OMEMO Mu���-End Messa�e and Ob�e�� En���p��on, OMEMO �s
�he XMPP �mp�emen�a��on o� �he Doub�e Ra��he�� en���p��on
a��o���hm de�e�oped �o� S��na� b� Mox�e Ma���nsp��e a� Open
Wh�spe� S�s�ems. I� �s �he mos� mode�n and �on�en�en� en���p��on
me�han�sm �ha� �s p�a����a��� �n��s�b�e �o �he use�. I� a�so
p�o��des so-�a��ed �o�wa�d se��e��, wh��h means �ha� e�e�� messa�e
�s sepa�a��� en���p�ed. In �he �ase �ha� one ��phe� �s �n�e��ep�ed
b� a �h��d pa���, on�� one messa�e �an �hus be de���p�ed.

TOFU - T�us� On F��s� Use. A me�han�sm whe�e �he �e�e��ed
��n�e�p��n� �s assumed ��us�ed �mmed�a�e�� and �s �he�e�o�e
�he��ed as �e����ed. Used �n �ha�Se�u�e �o� OTR and OMEMO, �a��ed
'B��nd T�us�' �n �on�e�sa��ons.

OpenPGP - P�e��� �ood P���a�� �s �he o�des� �ene��� me�hod �o�
end-�o-end en���p��on. I� �equ��es qu��e some �now�ed�e and
ma�n�enan�e ��om ��s use�s. OMEMO �s des��ned �o p�o��de s�m��a�



o� be��e� en���p��on w��h �ess hass�e. To use OpenPGP �n
�on�e�sa��on a �h��d pa��� app �a��ed Open�e��ha�n �s �equ��ed.

Th�ea� Mode� - When �h�n��n� abou� se�u���� and p���a�� �� �s
�mpo��an� �o no�e �ha� �he�e �s no su�h �h�n� as a p�o�e���on
a�a�ns� e�e�� and an� poss�b�e �h�ea�s. B� a�m�n� �oo �a��e and
a�m�ess�� a� a un��e�sa� �o�m o� p���a��, �he�e �s a ��s� o�
m�ss�n� ob��ous b��nd spo�s be�ause o� �a�� o� �esou��es, �a�� o�
��me, and �a�� o� �now�ed�e �o �o�e� a�� poss�b�e s��ua��ons. In
�ha� sense �he �on�ep� o� a �h�ea� mode� �s �e�� use�u�. In a
�h�ea� mode�, an assessmen� o� wha� has �o be se�u�ed and who
�ou�d be w����n� �o a�qu��e �ou� �n�o�ma��on and a� wha� �os�, �s
es�ab��shed �n a �ea��s��� �ash�on. Wha� poses a ��ed�b�e �h�ea�
�o �ou and �ou� s��ua��on? Who �ep�esen�s �ha� �h�ea�? Wha� ��nd
o� �esou��es does �h�s �h�ea� possesses? The answe� �o �hese
ques��ons shou�d �n�o�m �ou on wha� ��nd o� measu�es one shou�d
�a�e and wh��h ones ha�e �he h��hes� p��o����.
Ob��ous�� �h�s d���e�s ��om s��ua��on �o s��ua��on. A�e �ou a
po�����a� a�����s�s o� d�ss�den� ����n� �o o��an�se �o� d��e��
a���on and ����n� �o a�o�d su��e���an�e ��om �o�e�nmen� a�en��es?
A�e �ou �he use� o� a popu�a� so��a� ne�wo��, ����n� �o p�o�e�� as
mu�h as poss�b�e �ou� mos� �on��den��a� �n�o�ma��on ��om �ou�
p���a�e ���e? A�e �ou an o����e wo��e� ����n� �o �ea� �on��den��a�
�n�o�ma��on abou� une�h��a� a�������es o� �ou� emp�o�e� wh��e
�ema�n�n� anon�mous? A�e �ou a use� o� pub��� o� p���a�e �o��en�
��a��e�s hop�n� �o �e� awa� w��h mass down�oad�n� and up�oad�n� o�
who�e seasons o� The G�ea� B����sh Ba��n� Show? E�e�� s��ua��on �s
d���e�en�, e�e�� s��ua��on needs a spe����� unde�s�and�n� o� wha�
�s a� s�a�e and wha� wou�d be �he �onsequen�e �� wha� �ou ��� �o
p�o�e�� �s exposed. Don'� be��e�e �n ma���a� so�u��ons, do �ou�
homewo��.

Th�s ��s� �s pa���� based on �h�s ��ossa��16.

1: h��ps://xmpp.o��/abou�/

2: h��ps://en.w���ped�a.o��/w���/�abbe�.o��

3: h��ps://xmpp.o��/ex�ens�ons/xep-0045.h�m�

4: h��ps://xmpp.o��/ex�ens�ons/xep-0163.h�m�

5: h��ps://xmpp.o��/ex�ens�ons/xep-0313.h�m�

6: h��ps://�on�e�sa��ons.�m/

7: h��ps://�a��m.o��/

8: h��ps://�ha�se�u�e.o��/

9: h��ps://ad�um.�m/

https://xmpp.org/about/
https://en.wikipedia.org/wiki/Jabber.org
https://xmpp.org/extensions/xep-0045.html
https://xmpp.org/extensions/xep-0163.html
https://xmpp.org/extensions/xep-0313.html
https://conversations.im/
https://gajim.org/
https://chatsecure.org/
https://adium.im/


10: h��p://�e��a�wa.�om/

11: h��ps://www.p�d��n.�m/abou�/

12: h��ps://xmpp.o��/so��wa�e/���en�s.h�m�

13: h��ps://p�osod�.�m/

14: h��ps://www.�ua.o��/abou�.h�m�

15: h��ps://p�osod�.�m/do�/xep��s�

16: h��ps://w���.xmpp.o��/web/Usab�����/G�ossa��

http://getkaiwa.com/
https://www.pidgin.im/about/
https://xmpp.org/software/clients.html
https://prosody.im/
https://www.lua.org/about.html
https://prosody.im/doc/xeplist
https://wiki.xmpp.org/web/Usability/Glossary
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